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Zadanie poffinatowe

Czes¢ projektowo implementacyjna

Wprowadzenie

Zadanie konkursowe zawiera topologie sieci, ktéra nie w petni jest zaprojektowana i skonfigurowana.
Zadaniem uczestnika jest zaprojektowanie wskazanych elementdw sieci oraz konfiguracja. Czas
trwania zadania wynosi 90 minut i przed uptywem tego czasu nalezy wgra¢ zapisany plik symulacji na

zapisywania krokéw projektowych.

Tabela adresacji ISP-A

Nazwa urzadzenia Interfejs Adres Ustugi
lewy.konkurs.edu Ethernet 201.1.10.100/24 DNS, www
prawy.konkurs.edu Ethernet 201.1.20.200/24 DNS, www

2001:cafe:1:20::200/64

ISP-A

G0/0/0.10 201.1.10.1/24
G0/0/0.20 201.1.20.1/24
2001:cafe:1:20::1/64
G0/0/2 172.31.12.1/30
S0/2/0 172.31.12.5/30

Zadania do realizacji:

Przygotowanie adresacji IPv4

Zatozenia:

e Do dyspozycji sg dwie sieci:

O
O

201.10.10.0/24 — publiczna do podziaty z wykorzystaniem VLSM
10.0.0.0/8 — prywatna do podziatu wygodnego w zarzadzaniu. Nalezy uzywacé dtugosci
prefiksu podsieci /24

e Szkielet L3 sieci (potgczenia warstwy 3) stanowig tgcza pomiedzy:

Centrala — Oddzial (adresacja prywatna)
Centrala — C1 (adresacja publiczna)

C1 - C2 (adresacja prywatna)

C2 — GS serwer (adresacja prywatna)
Oddzial — Od1 (adresacja prywatna)

e Przestrzen adresacji publicznej nalezy podzieli¢ w sposéb nastepujacy:

1.
2.
3.
4.

Vlan 10, nazwa: DC-A: 20 hostéw
Vlan 20, nazwa: DC-B: 12 hostow
Vlan 30, nazwa: DC-C: 6 hostow
Centrala — C1: 2 hosty

e Kolejnosc¢ przypisania adresacji podsieci (zgodnie z regutg od najwiekszej do najmniejszej) jak
powyzej oraz zachowaniem ciggtosci
e Przestrzen adresacji prywatnej nalezy podzieli¢ w sposéb nastepujacy:



C1 - C2: pierwsza (zerowa) podsie¢ wg schematu 10.1.x.0/24

C2 — GS serwer: druga podsie¢ wg schematu 10.1.x.0/24

Centrala — Oddzial: trzecia podsie¢ wg schematu 10.1.x.0/24

Oddzial — Od1: czwarta podsie¢ wg schematu 10.1.x.0/24

Sie¢ Admin: 10.2.1.0/24

Vlan 40, nazwa: PracO — podsieé¢ wg schematu 10.3.v.0/24, v- nr vlanu
Vlan 41, nazwa: Pracl — podsie¢ wg schematu 10.3.v.0/24, v- nr vlanu
Vlan 42, nazwa: Prac2 — podsie¢ wg schematu 10.3.v.0/24, v- nr vlanu
Vlan 50, nazwa: Grl — podsie¢ wg schematu 10.4.v.0/24, v- nr vlanu
Vlan 60, nazwa: Gr2 — podsie¢ wg schematu 10.4.v.0/24, v- nr vlanu
Vlan 70, nazwa: Gr3 — podsie¢ wg schematu 10.4.v.0/24, v- nr vlanu

O O 0O O 0o O o O O o

Przygotowanie adresacji IPv6
Zatozenia:

Do dyspozycji jest prefiks 2001:bac:a::/48

Nalezy wykorzystaé czwarty hekstet do utworzenia podsieci wg schematu:
o Vlan 10, nazwa: DC-A: 2001:bac:a:a::/64

Vlan 20, nazwa: DC-B: 2001:bac:a:b::/64

Vlan 30, nazwa: DC-C: 2001:bac:a:c::/64

Centrala— C1: 2001:bac:a:1::/64

Sie¢ Admin: 2001:bac:a:2::/64

O O O O

Konfiguracja szkieletu sieci

Wiacz C1iC2

Skonfiguruj interfejsy potgczenia IPv4 Centrala — C1 uzywajac pierwszego dostepnego adresu
IPv4 na Centrala a drugiego na C1. Podsie¢ wg planu adresacji.

Skonfiguruj interfejsy potgczenia IPv6 Centrala — C1 uzywajac identyfikatoréow interfejséw od
1 na Centrala i 2 na Cl1. Podsie¢ wg planu adresacji. Dopasuj adresy link local do interface id z
adresu globalnego.

Skonfiguruj interfejsy potgczenia IPv4 Centrala — Odzial uzywajac pierwszego dostepnego
adresu IPv4 na Centrala a drugiego na Odzial. Podsie¢ wg planu adresacji.

Skonfiguruj interfejsy potgczenia IPv4 Odzial — Od1 uzywajgc pierwszego dostepnego adresu
IPv4 na Odzial a drugiego na Od1. Podsie¢ wg planu adresacji.

Skonfiguruj Etherchannel 1 warstwy 3 pomiedzy C1 - C2. Zastosuj protokdt PAgP i tryb
desirable. Przypisz dwa ostatnie adresy z puli z tym, ze nizszy na C1.

Skonfiguruj interfejsy potaczenia IPv4 C2 — GS serwer uzywajac pierwszego dostepnego
adresu IPv4 na C2 a ostatniego na GS serwer. Podsie¢ wg planu adresacji. Uwzglednij brame
domyslina.

Aktywuj skonfigurowane interfejsy

Konfiguracja segmentu sieci Prac

Podtgcz SW-C2 do C2 portami Gigabitowymi po obu stronach (najnizsze numery portéw
dostepne). Skonfiguruj trunk 802.1q

Utworz trzy vlany o numerach 40,41,41 i nazwach jak o opisie planu adresacji na obu
przetacznikach

Zakres portow fastethernet na SW-C2 podziel na trzy czesci i przypisz je odpowiednio do vlan
40,42,42



Podtacz hosty do pierwszych portéow poszczegdlnych vilanéw: PC3:vlan 40, PC4: vlan 41, PC5:
vlan 42.

Wiacz routing pomiedzy vlanami na C2. Uzyj pierwszych adreséw z puli podsieci do adresacji
interfejsow SVI

Skonfiguruj DHCPv4 serwer na C2 dla trzech powyzszych vlanéw. Nazwy puli takie same jak
nazwy vlanéw. Wyklucz 10 pierwszych adreséw z podsieci. Uzyj adresu serwera DNS:
201.1.20.200. Uwzglednij bramy domysine. Skonfiguruj hosty PC3-5 do automatycznej
konfiguracji IPv4.

Konfiguracja segmentu sieci Admin

Podtacz C1 do SW-C1 uzywajgc ostatnich dostepnych portéw. Konwertuj port na C1 jako port
L3 (routera) i skonfiguruj IPv4 i IPv6 uzywajac pierwszych adreséw z puli. Zadbaj o spdjnosé
czesci hosta IPv4, interfejs ID dla GUA IPv6 i adresu link-local IPv6.

Skonfiguruj bezstanowy DHVPv6 na C1 dla sieci Admin. Nazwa puli Admin. Jako adres serwera
DNS uzyj: 2001:CAFE:1:20::200. Skonfiguruj hosty do automatycznej konfiguracji IPv6
Skonfiguruj PC1 i PC2 adresami statycznymi IPv4 (kolejne dostepne). Jako adres serwera DNS
uzyj: 201.1.20.200

Konfiguracja segmentu sieci DC

Skonfiguruj vlany na C1 i SW-DC wg zatozen z planu adresacji.

WHtacz routing pomiedzy sieciami VLAN dla IPv4 i IPv6. Zastosuj pierwsze adresy z
poszczegdlnych pul podsieci na utworzonych interfejsach.

Skonfiguruj trunk 802.1q pomiedzy C1 a SW-DC

Przypisz serwery do vlanéw odpowiednio: DC-A:vlan10, DC-B:vlan20; DC-C:vlan30
Skonfiguruj adresy IPv4 i IPv6 serwerdw statycznie uzywajac drugich dostepnych adreséw

Konfiguracja OSPF i routingu domysinego 1Pv4

Na wszystkich routerach ospf proces ma miec identyfikator 1

Skonfiguruj OSPF na Centrala i Oddzial wskazujgc router-id (1.1.1.1i 1.1.1.2 odpowiednio) i
interfejsy bioragce udziat w procesie poleceniem ip ospf.

Skonfiguruj OSPF na C1 i C2 uzywajgc polecen network. Uwzglednij wszystkie sieci z ich
maskami i skonfiguruj interfejsy pasywne tam gdzie jest to uzasadnione.

Skonfiguruj routing domysiny do ISP-A na Centrala i Odzial stosujgc adres IPv4 nastepnego
przeskoku. Trasa domyslna z routera Centrala ma byc¢ gtéwna trasg a trasa z routera Oddzial
zapasowq (uzyj dystansu administracyjnego 115). Rozgtos trasy domysine w OSPF

Konfiguracja PAT

Hosty z adresacjg prywatng IPv4 (10.0.0.0) majg korzystaé z ustugi PAT podczas komunikacji
do ISP-A.

Hosty z adresacjg publiczng majg komunikowac sie z pominieciem ustugi PAT

Ustuga PAT ma dziata¢ na routerze Centrala i Oddzial. Translacja ma korzystac z adresu
interfejsdw taczy do ISP-A.

Uzyj ACL o numerze 1 z jednym wpisem.

Konfiguracja routingu IPv6

Skonfiguruj routing statyczny na Centrala w celu kierowania pakietow IPv6 do sieci
wewnetrznych. Dokonaj wpiséw statycznych odrebnie dla kazdej sieci wskazujgc IPv6 GUA
routera nastepnego przeskoku.



Skonfiguruj routing domysliny IPv6 na C1 kierujgc pakiety do sieci zewnetrznych przez router
Centrala wskazujgc IPv6 GUA routera nastepnego przeskoku.

Konfiguracja ACL

Ogranicz dostep do podsieci IPv4 serwera DC-A z wszystkich podsieci IPv4 segmentu sieci
Grupa (10.4.v.0/16) tylko do protokotu http i https. Zezwél na pozostaty ruch IPv4 pomiedzy
podsieciami. Skonfiguruj ACL na routerze Odzial. Uzyj nazwy ACL: ACL-DC-A

Tylko serwer DC-B ma nie by¢ osiggalny po IPv6 z zewnetrznych sieci. Uzyj nazwy ACL: ACL-
DC-B

Konfiguracja segmentu sieci Grupa

Skonfiguruj Etherchannel 1 pomiedzy SW-OD-A i SW-OD-C z wykorzystaniem LACP i trybu
active. Skonfiguruj tgcze jako trunk

Skonfiguruj potgczenia pomiedzy pozostatymi przetgcznikami réwniez jako potaczenia trunk.
Skonfiguruj VLAN 50 i VLAN 60 na wszystkich trzech przetgcznikach.

Wiacz routing pomiedzy zdefiniowanymi VLANami na Od1. Uzyj pierwszych adreséw z puli
podsieci do adresacji podinterfejséw. Numery podinterfejsow zgodne z numerami VLAN
Przypisz hosta PC9 do VLAN 50 a PC10 do VLAN 60.

Skonfiguruj hosty adresacjg IPv4. Uzyj drugich adreséw z puli dla podsieci.

Zmien tryb protokotu STP na przetgcznikach na rapid-pvst. SW-OD-A powinien by¢ mostem
gtéwnym dla obu vlanéw. Dokonaj odpowiedniej konfiguracji bez podawania wprost
priorytetu.

Zmien interfejs zarzgdzania na wszystkich trzech przetacznikach na VLANSO. Skonfiguruj
adresy IPv4 wykorzystujgc trzy ostatnie adresy z puli dla odpowiednio przetgcznika SW-OD-
A,SW-0D-B,SW-0OD-C (ostatni).

Przygotuj przetacznik SW-OD-A do zarzadzania zdalnego z wykorzystaniem SSH. Domena:
konkurs.com, dtugos¢ kluczy 1024, uzytkownik: adminl z hastem ciscol (hasto nie powinno
by¢ w postaci jawnego tekstu). Skonfiguruj wszystkie linie.

Skonfiguruj OSPF na Od1 uzywajac polecen network i adreséw i masek ineterfejsdw.



Topologia poczatkowa
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Topologia koricowa
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Konfiguracje poczatkowe i koncowe zadania projektowo implementacyjnego

C1 - poczatkowa

C1 - koncowa

Brak

!
version 16.3.2
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname C1
!
!
no ip cef
ip routing
!
ipv6 unicast-routing
!
no ipvé6 cef
!
ipvé dhcp pool Admin
dns-server 2001:CAFE:1:20::200
!
!
!
spanning-tree mode pvst
!
!
interface Port-channell
no switchport
ip address 10.0.1.1 255.255.255.0
!
interface GigabitEthernetl/0/1
no switchport
ip address 201.10.10.58
255.255.255.252
duplex auto
speed auto
ipv6 address FE80::2 link-local
ipv6 address 2001:BAC:A:1::2/64
!
interface GigabitEthernetl/0/2
switchport mode trunk
!
!
interface GigabitEthernetl/0/22
no switchport
ip address 10.2.1.1 255.255.255.0
duplex auto
speed auto
ipv6 address FE80::1 link-local
ipv6 address 2001:BAC:A:2::1/64
ipv6 nd other-config-flag
ipve dhcp server Admin
I

interface GigabitEthernetl/0/23




no switchport
no ip address
channel-group 1 mode desirable
duplex auto
speed auto
I
interface GigabitEthernetl/e/24
no switchport
no ip address
channel-group 1 mode desirable
duplex auto
speed auto
I
!
interface Vlanl
no ip address
shutdown
I
interface Vlanle
mac-address 00d0.baab.2d0o1
ip address 201.10.10.1
255.255.255.224
ipv6 address FE80::1 link-local
ipv6 address 2001:BAC:A:A::1/64
I
interface V1an20
mac-address 00d0.baab.2d02
ip address 201.10.10.33
255.255.255.240
ipv6 address FE80::1 link-local
ipv6 address 2001:BAC:A:B::1/64
I
interface Vl1an3e
mac-address 00d0.baab.2d03
ip address 201.10.10.49
255.255,255.248
ipv6 address FE80::1 link-local
ipv6 address 2001:BAC:A:C::1/64
I
router ospf 1
log-adjacency-changes
passive-interface
GigabitEthernetl/0/2
passive-interface
GigabitEthernetl/0/22
network 10.0.1.0 0.0.0.255 area ©
network 10.2.1.0 0.0.0.255 area 0
network 201.10.10.0 0.0.0.31 area ©
network 201.10.10.32 0.0.0.15 area ©
network 201.10.10.48 0.0.0.7 area ©
network 201.10.10.56 ©.0.0.3 area ©
I
ip classless
I

ip flow-export version 9
!




ipv6 route ::/0 2001:BAC:A:1::1
!

!

line con @

!

line aux @

!

line vty 0 4
login

!

!

end

C2 - poczatkowa

C2 - koncowa

Brak

I

version 16.3.2

no service timestamps log datetime

msec

no service timestamps debug datetime

msec

no service password-encryption

I

hostname C2

I

I

!

ip dhcp excluded-address 10.3.40.1
10.3.40.10

ip dhcp excluded-address 10.3.41.1
10.3.41.10

ip dhcp excluded-address 10.3.42.1
10.3.42.10

I

ip dhcp pool Prace

network 10.3.40.0 255.255.255.0
default-router 10.3.40.1
dns-server 201.1.20.200

ip dhcp pool Pracil

network 10.3.41.0 255.255.255.0
default-router 10.3.41.1
dns-server 201.1.20.200

ip dhcp pool Prac2

network 10.3.42.0 255.255.255.0
default-router 10.3.42.1
dns-server 201.1.20.200

I

I

1

no ip cef

ip routing

I

no ipvé6 cef

I

I

1

spanning-tree mode pvst




I
!
interface Port-channell
no switchport
ip address 10.0.1.2 255.255.255.0
I
interface GigabitEthernetl/0/1
no switchport
ip address 10.1.1.1 255.255.255.0
duplex auto
speed auto
I
interface GigabitEthernetl/0/2
switchport mode trunk
I
!
interface GigabitEthernetl/0/23
no switchport
no ip address
channel-group 1 mode desirable
duplex auto
speed auto
I
interface GigabitEthernetl/0/24
no switchport
no ip address
channel-group 1 mode desirable
duplex auto
speed auto
I
|
interface Vlanl
no ip address
shutdown
I
interface Vl1an40
mac-address 000c.cfd8.5301
ip address 10.3.40.1 255.255.255.0
I
interface Vlan4l
mac-address 000c.cfd8.5302
ip address 10.3.41.1 255.255.255.0
I
interface Vl1an42
mac-address 000c.cfd8.5303
ip address 10.3.42.1 255.255.255.0
I
router ospf 1
log-adjacency-changes
passive-interface
GigabitEthernetl/0/1
passive-interface
GigabitEthernetl/0/2
network 10.0.1.0 0.0.0.255 area @
network 10.1.1.0 0.0.0.255 area 0
network 10.3.40.0 0.0.0.255 area 0




network 10.3.41.0 0.0.0.255 area ©
network 10.3.42.0 0.0.0.255 area 0
!
ip classless
!
ip flow-export version 9
!
!
line con ©
!
line aux ©
!
line vty 0 4
login
!
!
end

Centrala - poczatkowa

Centrala - koncowa

!
version 15.4
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname Centrala
!
!
no ip cef
ipv6 unicast-routing
!
no ipvé6 cef
!
!
spanning-tree mode pvst
!
interface GigabitEtherneto/0/0
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEtherneto/0/1
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEtherneto/0/2
ip address 172.31.12.2
255.255.255.252
ipv6 address FE80::2 link-local
ipv6 address 2001:CAFE:1:1:A::2/80

I
version 15.4
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
I
hostname Centrala
I
no ip cef
ipv6 unicast-routing
I
no ipvé6 cef
I
1
spanning-tree mode pvst
I
!
interface GigabitEtherneto/0/0
ip address 201.10.10.57
255.255.255.252
ip ospf 1 area ©
ip nat inside
duplex auto
speed auto
ipv6 address FE80::1 link-local
ipv6 address 2001:BAC:A:1::1/64
I
interface GigabitEtherneto/0/1
ip address 10.1.2.1 255.255.255.0
ip ospf 1 area ©
ip nat inside
duplex auto
speed auto




interface Vlanl
no ip address
shutdown

!

ip classless

!

ip flow-export version 9
!

!

line con ©

!

line aux @

!

line vty 0 4
login

!

!

!

end

interface GigabitEtherneto/0/2
ip address 172.31.12.2
255.255.255.252
ipv6 traffic-filter ACL-DC-B in
ip nat outside
ipv6 address FE80::2 link-local
ipv6 address 2001:CAFE:1:1:A::2/80
!
interface Vlanl
no ip address
shutdown
!
router ospf 1
router-id 1.1.1.1
log-adjacency-changes
default-information originate
!
ip nat inside source list 1 interface
GigabitEthernet0/0/2 overload
ip classless
ip route 0.0.0.0 0.0.0.0 172.31.12.1
!
ip flow-export version 9
!
ipv6 route ::/0 2001:CAFE:1:1:A::1
ipv6 route 2001:BAC:A:A::/64
2001:BAC:A:1::2
ipv6 route 2001:BAC:A:B::/64
2001:BAC:A:1::2
ipv6 route 2001:BAC:A:C::/64
2001:BAC:A:1::2
ipv6 route 2001:BAC:A:2::/64
2001:BAC:A:1::2
!
access-1list 1 permit 10.0.0.0
0.255.255.255
ipv6 access-list ACL-DC-B
deny ipv6 any host 2001:BAC:A:B::2
permit ipv6 any any
!
!
line con ©
!
line aux ©
!
line vty 0 4
login
!
!
!
end

IPS-A - poczatkowa

IPS-A - koncowa

!
version 15.4

Konfiguracja bez zmian




no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname ISP-A
!
!
ip cef
ipv6 unicast-routing
!
no ipvé cef
!
!
spanning-tree mode pvst
!
!
interface GigabitEtherneto/0/0
no ip address
duplex auto
speed auto
!
interface GigabitEtherneto/0/0.10
encapsulation dotlQ 10
ip address 201.1.10.1 255.255.255.0
!
interface GigabitEtherneto/0/0.20
encapsulation dotlQ 20
ip address 201.1.20.1 255.255.255.0
ipv6 address FE80::1 link-local
ipv6 address 2001:CAFE:1:20::1/64
!
interface GigabitEtherneto/0/1
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEtherneto/0/2
ip address 172.31.12.1
255.255.255.252
ipv6 address FE80::1 link-local
ipv6 address 2001:CAFE:1:1:A::1/80
!
interface Serial@/2/0
ip address 172.31.12.5
255.255.255.252
clock rate 2000000
!
interface Seriale/2/1
no ip address
clock rate 2000000
shutdown
I

interface Vlanl




no ip address
shutdown
!
ip classless
ip route 201.10.10.0 255.255.255.0
172.31.12.2
ip route 201.10.10.0 255.255.255.0
172.31.12.6 5
!
ip flow-export version 9
!
ipv6 route 2001:BAC:A::/48
2001:CAFE:1:1:A::2
!
!
line con @
!
line aux ©
!
line vty 0 4
login
!
!
end

Od1 - poczatkowa

0Od1 - koncowa

I

version 15.4

no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption
I

hostname 0d1

!

ip cef

no ipvé cef

!

spanning-tree mode pvst

!

!

interface GigabitEtherneto/0/0
no ip address

duplex auto

speed auto

shutdown

!

interface GigabitEtherneto/0/1
no ip address

duplex auto

speed auto

shutdown

!
version 15.4
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname 0d1
!
!
ip cef
no ipvé6 cef
!
!
spanning-tree mode pvst
!
interface GigabitEtherneto/0/0
ip address 10.1.3.2 255.255.255.0
duplex auto
speed auto
!
interface GigabitEtherneto/0/1
no ip address
duplex auto
speed auto
!
interface GigabitEtherneto0/0/1.50
encapsulation dot1Q 50




interface GigabitEtherneto/0/2
no ip address
duplex auto
speed auto
shutdown

!

interface Vlanl
no ip address
shutdown

!

ip classless

!

ip flow-export version 9
!

!

line con ©

!

line aux ©

!

line vty 0 4
login

I

!

end

ip address 10.4.50.1 255.255.255.0
!
interface GigabitEtherneto0/0/1.60
encapsulation dotlQ 60
ip address 10.4.60.1 255.255.255.0
!
interface GigabitEthernet@/0/2
no ip address
duplex auto
speed auto
shutdown
!
interface Vlanl
no ip address
shutdown
!
router ospf 1
log-adjacency-changes
network 10.1.3.2 0.0.0.0 area ©
network 10.4.50.1
network 10.4.60.1
!
ip classless
!
ip flow-export version 9
!
!
line con ©
|
line aux @
!
line vty 0 4
login
!
!
!
end

0.0.0.0
0.0.0.0 area ©

Odziat - poczatkowa

Odziat - koncowa

!

version 16.6.4

no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption

!

hostname 0Oddzial

!

no ip cef

no ipvé6 cef

!

!

spanning-tree mode pvst

!

!

version 15.4

no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption

!

hostname 0Oddzial

!

no ip cef

no ipvé6 cef

!

!

spanning-tree mode pvst

!




interface GigabitEtherneto/0/0
no ip address
duplex auto
speed auto
!
interface GigabitEtherneto/0/1
no ip address
duplex auto
speed auto
!
interface GigabitEtherneto/o/2
no ip address
duplex auto
speed auto
!
interface Seriale/2/0
ip address 172.31.12.6
255.255.255.252
!
interface Seriale/2/1
no ip address
clock rate 2000000
!
interface Vlanl
no ip address
!
ip classless
!
ip flow-export version 9
!
!
line con @
!
line aux @
!
line vty 0 4
login
!
!
!
end

interface GigabitEtherneto/0/0
ip address 10.1.3.1 255.255.255.0
ip ospf 1 area ©

ip access-group ACL-DC-A in

ip nat inside

duplex auto

speed auto

I
interface GigabitEtherneto/0/1
ip address 10.1.2.2 255.255.255.0
ip ospf 1 area ©

ip nat inside

duplex auto

speed auto

I
interface GigabitEtherneto/0/2
no ip address

duplex auto

speed auto

I
interface Serial@/2/0

ip address 172.31.12.6
255.255.255.252

ip nat outside

I
interface Seriale/2/1

no ip address

clock rate 2000000

I

interface Vlanl

no ip address

I

router ospf 1

router-id 1.1.1.2
log-adjacency-changes
default-information originate

I

ip nat inside source list 1 interface
Seriale/2/@ overload

ip classless

ip route 0.0.0.0 0.0.0.0 172.31.12.5
115

!

ip flow-export version 9

I

1

access-1list 1 permit 10.0.0.0
0.255.255.255

ip access-list extended ACL-DC-A
permit tcp 10.4.0.0 0.0.255.255
201.10.10.0 0.0.0.31 eq www
permit tcp 10.4.0.0 0.0.255.255
201.10.10.0 0.0.0.31 eq 443

deny ip 10.4.0.0 0.0.255.255
201.10.10.0 0.0.0.31
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permit ip any any
!

!

line con @

!

line aux @

!

line vty 0 4
login

!

!

!

end

SW_C1 - poczatkowa

SW-C1 - koncowa

brak

!
version 15.0
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname SW-C1
!
spanning-tree mode pvst
spanning-tree extend system-id
!
interface FastEtherneto/1
!
interface FastEtherneto/2
!
!
interface GigabitEtherneto/1
!
interface GigabitEtherneto/2
!
interface Vlanl
no ip address
shutdown
!
!
line con ©
!
line vty 0 4
login
line vty 5 15
login
!
end

SW-C2 - poczatkowa

SW-C2 - koncowa

brak

!
version 15.0
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no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption
!

hostname SW-C2

!

!

spanning-tree mode pvst
spanning-tree extend system-id
!

interface FastEtherneto/1
switchport access vlan 40
switchport mode access

!

interface FastEtherneto/2
switchport access vlan 40
switchport mode access

!

interface FastEtherneto/3
switchport access vlan 40
switchport mode access

!

interface FastEtherneto/4
switchport access vlan 40
switchport mode access

!

interface FastEthernet@/5
switchport access vlan 40
switchport mode access

!

interface FastEthernet@/6
switchport access vlan 40
switchport mode access

!

interface FastEtherneto/7
switchport access vlan 40
switchport mode access

!

interface FastEtherneto/8
switchport access vlan 40
switchport mode access

!

interface FastEthernet@/9
switchport access vlan 41
!

interface FastEtherneto/10
switchport access vlan 41
!

interface FastEtherneto/11
switchport access vlan 41
!

interface FastEthernet@/12

switchport access vlan 41
!

12




interface FastEtherneto/13
switchport access vlan 41
!
interface FastEtherneto/14
switchport access vlan 41
!
interface FastEthernet@/15
switchport access vlan 41
!
interface FastEthernet@/16
switchport access vlan 41
!
interface FastEtherneto/17
switchport access vlan 42
!
interface FastEtherneto/18
switchport access vlan 42
!
interface FastEthernet@/19
switchport access vlan 42
!
interface FastEthernet@/20
switchport access vlan 42
!
interface FastEtherneto/21
switchport access vlan 42
!
interface FastEthernet@/22
switchport access vlan 42
!
interface FastEtherneto/23
switchport access vlan 42
!
interface FastEthernet@/24
switchport access vlan 42
!
interface GigabitEtherneto/1
switchport mode trunk
!
interface GigabitEtherneto/2
!
interface Vlanl
no ip address
shutdown
!
!
line con ©
!
line vty 0 4
login
line vty 5 15
login
!
end
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SW-DC - poczatkowa

SW-DC - koncowa

Brak

!

version 15.0

no service timestamps log datetime

msec

no service timestamps debug datetime

msec

no service password-encryption

!

hostname SW-DC

!

!

spanning-tree mode pvst

spanning-tree extend system-id

!

interface FastEtherneto/1
switchport access vlan 10

!

interface FastEtherneto/2
switchport access vlan 20

!

interface FastEtherneto/3
switchport access vlan 30

!

!

interface GigabitEtherneto/1

!

interface GigabitEtherneto/2
switchport mode trunk

!

interface Vlanl
no ip address
shutdown

I

line con ©

!

line vty 0 4
login

line vty 5 15
login

!

!

end

SW-0OD-A - poczatkowa

SW-0OD-A - koncowa

I
version 15.0

no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption

I

hostname SW-0OD-A
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!

!

ip domain-name konkurs.com
!

username adminl secret 5

$1$mERr$q.MA2tj.WFptzvbifq/1i.
!

!
!

spanning-tree mode rapid-pvst

spanning-tree extend system-id

spanning-tree vlan 50,60 priority

24576

!

interface Port-channell
switchport mode trunk

!

interface FastEtherneto/1
switchport access vlan 50

!

!

interface FastEtherneto/23
switchport mode trunk
channel-group 1 mode active

!

interface FastEtherneto/24
switchport mode trunk
channel-group 1 mode active

!

interface GigabitEtherneto/1
switchport mode trunk

!

interface GigabitEtherneto/2
switchport mode trunk

!

interface Vlanl

no ip address

shutdown

!

interface V1an5e

ip address 10.4.50.252 255.255.255.0
!

!

line con ©

!

line vty 0 4

login local

transport input ssh

line vty 5 15

login local

transport input ssh

!

!

end
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SW-0OD-B - poczatkowa

SW-0OD-B - koricowa

brak

!
version 15.0
no service timestamps log datetime
msec
no service timestamps debug datetime
msec
no service password-encryption
!
hostname SW-OD-B
!
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
interface FastEtherneto/1
switchport access vlan 60
!
!
interface GigabitEtherneto/1
switchport mode trunk
!
interface GigabitEtherneto/2
switchport mode trunk
!
interface Vlanl
no ip address
shutdown
!
interface Vl1an5@
ip address 10.4.50.253 255.255.255.0
!
!
line con ©
!
line vty 0 4
login
line vty 5 15
login
!
!
end

SW-0OD-C - poczatkowa

SW-0OD-C - koricowa

brak

I

version 15.0

no service timestamps log datetime
msec

no service timestamps debug datetime
msec

no service password-encryption

I

hostname SW-0D-C
!
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!

spanning-tree mode rapid-pvst

spanning-tree extend system-id
!

interface Port-channell
switchport mode trunk

!

!

interface FastEtherneto/23
switchport mode trunk
channel-group 1 mode active
!

interface FastEtherneto/24
switchport mode trunk
channel-group 1 mode active
!

interface GigabitEtherneto/1
switchport mode trunk

!

interface GigabitEtherneto/2
!

interface Vlanl

no ip address

shutdown

!

interface V1an50

ip address 10.4.50.254 255,255.255.0
!

!

line con @

!

line vty 0 4

login

line vty 5 15

login

!

!

end

17




Zadanie poffinatowe

Czesc¢ problemowa

Opis sytuacji

Pracownicy firmy zgtosili kilka probleméw z siecig nowemu administratorowi, ktéry niedawno zostat
zatrudniony. Nowy administrator podjat dziatania majace na celu usung¢ problemy ale nie przyniosty one
skutku. Co wiecej Dyrektor IT zauwazyt, ze dziatania nowego administratora doprowadzity do eskalacji
problemdéw. Po ustaleniu, ze administrator nie posiada kompetencji ktérymi sie legitymowat zwolniono go i
skorzystano z ustug zewnetrznego administratora sieciami. Jako pracownik tego administratora masz za
zadanie rozpoznac i naprawic problemy na podstawie szczgtkowej dokumentacji i zgtoszen uzytkownikdw.

e Wszystkie swoje dziatania nalezy dokumentowad.

e Wykazanie sposobu ustalenia topologii, stanu konfiguracji, stanu protokotu, fgcznosci, a w
szczegOlnosci zrodta problemu jest kluczowe dla punktacji tego zadania.

e Po ustaleniu prawdopodobnej przyczyny nalezy zaproponowac dziatania naprawcze i je wdrozyc.

e Jesli beda skuteczne nalezy poprawng konfiguracje urzadzenia sieciowego zarchiwizowaé przy uzyciu
TFTP na serwerze Management. Nazwa pliku konfiguracji to nazwa urzadzenia i rozszerzenie cfg.

Uwaga! Dostep do urzadzen sieciowych z PC3 lub Management lub Laptopl za posrednictwem ssh (routery i
przetgczniki) lub http (WRO0). Nazwa uzytkownika i hasto dla wszystkich urzgdzen to odpowiednio: admin i
cisco

Zgtoszenie 1:
e Komputer PCO zostat wymieniony na nowg jednostke. Jednak po podtgczeniu nie ma dostepu do
sieci.
e Cel: Rozwigza¢ problem

Zgtoszenie 2:

e Zaplanowano aktualizacje 10S na routerze Left 1. Poniewaz routery Leftl i Left2 nalezg go grupy
HSRP nie obawiano sie wytgczenia routera Leftl zaktadajac, ze funkcje bramy domysinej bedzie petnit
drugi router.

e Po wyfaczeniu routera Server0 byt nieosiggalny. Wtgczono ponownie Left 1 bez zmian.

e Cel: usprawni¢ HSRP przed ponowng prdbg aktualizacji routera Left1.

Zgtoszenie 3:
e Administrator nie moze potgczy¢ sie przy uzyciu ssh na router LeftO z PC3, musi korzystac z serwera

Management
e Cel: usungc¢ problem. PC3 to jedenastka do zarzadzania ma mie¢ dostep do urzgdzen sieciowych

Zgtoszenie 4:
e Uzytkownicy bezprzewodowi (LaptopO i Laptop1) zgtaszajg, ze nie majg dostepu do innych sieci.
e Cel: Przywrdci¢ pofaczenie



Topologia zadania problemowego

C* Cisco Packet Tracer - DAK_N\Cisco\Konkurs\ZPR\ZPR — kopia.pka - Guest - 2024-03-18 17:12:21

File Edit Options View Tools Extensions Window Help

EiEdO0srd2Artr aaaoE BFE

?
SZQ@X fl/rmed G

-

172.16.1.0124 172.16.0.4/30 L |“m““mlluuu§-
"”T'Jd)'.

e ‘ Laptop0
WR0
styr0 MgS-Rigjit &
5 |

%,
/ %,
/ %
) / ///,/
PCO_stary /
/
o /
PCO /
]
Server0 Servert /
/
g [ M
P W-RO
PC1

VLAN 10: 192.168.10.0/24 \g
VLAN 20: 192.168.20.0/24

VLAN 30: 192.168.30.0/24
VLAN 99: 192 168.99.0/24

PC2

Activity Wizard
Initial Network

[:°Realtimg_ ,Q.Simulalion:

Delete

NG 111G G 161G 161G 1G5 16 G

Scenario 0 v
4331 4321 1941 2901 2911 B1910X BI19HGW 829 1240 PFRoumEr PT-Emply | 1841 26206M (262

Toggle PDU List Window

Fire  Last Status Source Destination Type Color Time(sec) Periodic Num Edit

v

v [l o § d.)l

(Select a Device to Drag and Drop to the Workspace)




Konfiguracje poczatkowe urzadzen zadania problemowego

version 16.3.2

no service timestamps log datetime msec

no service timestamps debug datetime msec

no service password-encryption

|

hostname MLS-Right

|

!

!

ip dhcp excluded-address 192.168.10.1 192.168.10.20
ip dhcp excluded-address 192.168.20.1 192.168.20.20
ip dhcp excluded-address 192.168.30.1 192.168.30.20
ip dhcp excluded-address 192.168.99.1 192.168.99.20
ip dhcp excluded-address 172.16.0.5 172.16.0.6
!

ip dhcp pool VLAN10©_Pool

network 192.168.10.0 255.255.255.0
default-router 192.168.10.1

ip dhcp pool VLAN20 Pool

network 192.168.20.0 255.255.255.0
default-router 192.168.20.1

ip dhcp pool VLAN3© Pool

network 192.168.30.0 255.255.255.0
default-router 192.168.30.1

ip dhcp pool VLAN99_Pool

network 192.168.99.0 255.255.255.0
default-router 192.168.99.1

dns-server 192.168.99.2

ip dhcp pool WRe

network 172.16.0.4 255.255.255.252
default-router 172.16.0.5

!

!

!

no ip cef

ip routing

!

no ipvé cef

!

!

username admin privilege 15 secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7me
!

!

ip domain-name MLS-Right.konkurs.edu

!

!

spanning-tree mode pvst

!

!

interface GigabitEthernetl/0/1

no switchport

ip address 172.16.1.2 255.255.255.0

ip ospf 1 area ©

duplex auto

speed auto




interface GigabitEthernetl/0/2
switchport trunk native vlan 99
switchport mode dynamic desirable
!
interface GigabitEthernetl/0/3
switchport trunk native vlan 99
switchport mode dynamic desirable
!
interface GigabitEthernetl/0/4
no switchport
ip address 172.16.0.5 255.255.255.252
ip ospf 1 area ©
duplex auto
speed auto
!
interface Vlanl
no ip address
shutdown
!
interface Vl1anle
mac-address 00e0.f72a.4c01
ip address 192.168.10.1 255.255.255.0
!
interface Vl1an2e
mac-address 00e0.f72a.4c02
ip address 192.168.20.1 255.255.255.0
!
interface Vl1an30
mac-address 00e0.f72a.4c03
ip address 192.168.30.1 255.255.255.0
!
interface V1an99
mac-address 00e0.f72a.4c04
ip address 192.168.99.1 255.255.255.0
!
router ospf 1
router-id 1.1.200.1
log-adjacency-changes
passive-interface GigabitEthernetl/0/4
network 192.168.0.0 0.0.255.255 area ©
!
ip classless
!
ip flow-export version 9
|
!
line con ©
!
line aux ©
!
line vty 0 4
login local
transport input ssh
!
end




version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname SW-RO
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7mo
|

username admin secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!

spanning-tree mode pvst

spanning-tree extend system-id

|

interface FastEtherneto/1

switchport access vlan 10

switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security mac-address sticky ©007.ECE9.35BC
spanning-tree portfast

!

interface FastEtherneto/2

switchport access vlan 20

switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security mac-address sticky ©002.160D.0438
spanning-tree portfast

!

interface FastEthernete/3

switchport access vlan 30

switchport mode access

switchport port-security

switchport port-security mac-address sticky
switchport port-security mac-address sticky ©000.0CDC.AC59
spanning-tree portfast

!
interface FastEtherneto/4

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!
interface FastEtherneto/5

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!
interface FastEtherneto/6

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown




interface FastEtherneto/7
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/8
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/9
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/10
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/11
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/12
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/13
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/14
switchport mode access
switchport port-security

switchport port-security mac-address

spanning-tree portfast
shutdown

!

interface FastEtherneto/15
switchport mode access
switchport port-security

sticky

sticky

sticky

sticky

sticky

sticky

sticky

sticky




switchport port-security mac-address sticky
spanning-tree portfast

shutdown

|

interface FastEtherneto/16

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/17

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/18

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/19

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/20

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/21

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/22

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown

!

interface FastEtherneto/23

switchport mode access

switchport port-security

switchport port-security mac-address sticky
spanning-tree portfast

shutdown




interface FastEtherneto/24
switchport mode access
switchport port-security
switchport port-security mac-address sticky
spanning-tree portfast
shutdown
!
interface GigabitEtherneto/1
switchport trunk native vlan 99
!
interface GigabitEtherneto/2
switchport trunk native vlan 99
switchport mode dynamic desirable
!
interface Vlanl
no ip address
shutdown
|
interface V1an99
ip address 192.168.99.21 255.255.255.0
!
ip default-gateway 192.168.99.1
!
line con ©
!
line vty 0 4
login local
transport input ssh
line vty 5 15
login
!
end

]
version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname SW-R1
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!
username admin secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!
spanning-tree mode pvst
spanning-tree extend system-id
!
interface FastEtherneto/1
switchport access vlan 99
spanning-tree portfast
!
interface FastEtherneto/2
switchport access vlan 99

spanning-tree portfast
!




interface FastEtherneto/3
spanning-tree portfast
shutdown

!

interface FastEtherneto/4
spanning-tree portfast
shutdown

!

interface FastEtherneto/5
spanning-tree portfast
shutdown

!

interface FastEtherneto/6
spanning-tree portfast
shutdown

!

interface FastEtherneto/7
spanning-tree portfast
shutdown

!

interface FastEtherneto/8
spanning-tree portfast
shutdown

!

interface FastEtherneto/9
spanning-tree portfast
shutdown

!

interface FastEtherneto/10
spanning-tree portfast
shutdown

!

interface FastEtherneto/11
spanning-tree portfast
shutdown

!

interface FastEtherneto/12
spanning-tree portfast
shutdown

!

interface FastEtherneto/13
spanning-tree portfast
shutdown

!

interface FastEtherneto/14
spanning-tree portfast
shutdown

!

interface FastEtherneto/15
spanning-tree portfast
shutdown

!

interface FastEtherneto/16
spanning-tree portfast
shutdown

!

interface FastEtherneto/17
spanning-tree portfast
shutdown




!

interface FastEtherneto/18
spanning-tree portfast
shutdown

!

interface FastEtherneto/19
spanning-tree portfast
shutdown

!

interface FastEtherneto/20
spanning-tree portfast
shutdown

|

interface FastEtherneto/21
spanning-tree portfast
shutdown

|

interface FastEtherneto/22
spanning-tree portfast
shutdown

!

interface FastEtherneto/23
spanning-tree portfast
shutdown

!

interface FastEtherneto/24
switchport trunk native vlan 99
switchport mode trunk

!

interface GigabitEtherneto/1
switchport trunk native vlan 99

!

interface GigabitEtherneto/2
switchport trunk native vlan 99

!

interface Vlanl
no ip address
shutdown

!

interface V1an99
ip address 192.168.99.22 255.255.255.0

!

ip default-gateway 192.168.99.1
!

!
line con @

!

line vty 0 4

login local
transport input ssh
line vty 5 15

login

!
end

!
version 15.4




no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
!
hostname Central
!
!
no ip cef
no ipvé cef
!
username admin privilege 15 secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!
!
ip domain-name Central.konkurs.edu
!
!
spanning-tree mode pvst
|
!
interface GigabitEtherneto/0/0
ip address 172.16.1.1 255.255.255.0
ip ospf 1 area @
duplex auto
speed auto
!
interface GigabitEtherneto/0/1
no ip address
duplex auto
speed auto
shutdown
!
interface GigabitEtherneto/0/2
no ip address
duplex auto
speed auto
shutdown
!
interface Seriale/1/@
ip address 172.16.2.1 255.255.255.0
ip ospf 1 area ©
!
interface Seriale/1/1
no ip address
clock rate 2000000
shutdown
!
interface Vlanl
no ip address
shutdown
!
router ospf 1
router-id 1.1.1.1
log-adjacency-changes
!
ip classless
!
ip flow-export version 9
!
!




line con ©

!

line aux ©

!

line vty 0 4
login local
transport input ssh
!

!

!

end

version 15.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Left®

!

!

no ip cef

no ipvé cef

!

!

username admin privilege 15 secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!

!

ip domain-name Left®@.konkurs.edu

!

!

spanning-tree mode pvst

!

interface GigabitEtherneto/0/0

ip address 172.16.3.1 255.255.255.0
ip ospf 1 area ©

duplex auto

speed auto

!

interface GigabitEtherneto/0/1

ip address 172.16.4.1 255.255.255.0
ip ospf 1 area ©

duplex auto

speed auto

!

interface GigabitEtherneto/0/2

no ip address

duplex auto

speed auto

shutdown

!

interface Seriale/1/@

ip address 172.16.2.2 255.255.255.0
ip ospf 1 area ©

ip access-group 107 in

clock rate 2000000

!

10




interface Seriale/1/1

no ip address

clock rate 2000000

shutdown

!
interface Seriale/2/0

no ip address

clock rate 2000000

shutdown

!
interface Seriale/2/1

no ip address

clock rate 2000000

shutdown

!

interface Vlanl

no ip address

shutdown

!

router ospf 1

router-id 1.1.100.1
log-adjacency-changes

!

ip classless

ip route 192.168.99.23 255.255.255.255 Nulle
|

ip flow-export version 9

!

!
access-list 107 permit tcp any 172.17.1.104 0.0.0.7 eq www
access-1list 107 permit icmp any 172.17.1.104 0.0.0.7
access-list 107 deny ip any 172.17.1.104 0.0.0.7
access-list 107 permit ip any any
!

!

line con ©

!

line aux ©

!

line vty 0 4

login local

transport input ssh

!

!

!
end

version 15.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Leftl
|

ip cef
no ipvé6 cef
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|
|
username admin privilege 15 secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!
!
ip domain-name Leftl.konkurs.edu
!
!
spanning-tree mode pvst
!
!
interface GigabitEtherneto/0/0
ip address 172.17.1.1 255.255.255.0
ip ospf 1 area ©
duplex auto
speed auto
standby 1 ip 172.17.1.254
standby 1 priority 80
standby 1 preempt
!
interface GigabitEtherneto/0/1
ip address 172.16.3.2 255.255.255.0
ip ospf 1 area ©
duplex auto
speed auto
|
interface GigabitEthernet0/0/2
no ip address
duplex auto
speed auto
shutdown
!
interface Vlanl
no ip address
shutdown
!
router ospf 1
router-id 1.1.100.10
log-adjacency-changes
passive-interface GigabitEtherneto/0/0
!
ip classless
!
ip flow-export version 9
!
!
line con ©
!
line aux ©
!
line vty 0 4
login local
transport input ssh
!
end
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version 15.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname Left2

!

!

ip cef

no ipvé cef

!

!

username admin privilege 15 secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!

ip domain-name Left2.konkurs.edu

!

!

spanning-tree mode pvst

!

!

interface GigabitEtherneto/0/0

ip address 172.17.1.2 255.255.255.0
ip ospf 1 area ©

duplex auto

speed auto

standby 1 ip 172.17.1.254

standby 1 preempt

!

interface GigabitEtherneto/0/1

ip address 172.16.4.2 255.255.255.0
ip ospf 1 area ©

duplex auto

speed auto

!

interface GigabitEtherneto/0/2

no ip address

duplex auto

speed auto

shutdown

!

interface Vlanl

no ip address

shutdown

!
router ospf 1

router-id 1.1.100.20
log-adjacency-changes
passive-interface GigabitEtherneto/0/0
!
ip classless

!
ip flow-export version 9

!
line con ©

!
line aux ©

!
line vty 0 4

login local
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transport input ssh
!

end

version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname SW-L0
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7mo
!
!
ip domain-name SW-LO.konkurs.edu
!
username admin secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7mo
!
!
!
spanning-tree mode pvst
spanning-tree extend system-id
!
!
interface Vlanl
ip address 172.17.1.252 255.255.255.0
!

ip default-gateway 172.17.1.254
!

!
line con @

!

line vty 0 4

login local
transport input ssh
line vty 5 15

login

!
end

version 15.0

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname SW-L1
|

enable secret 5 $1$mERr$hx5rVt7rPNoS4wqbXKX7meo

!

!

ip domain-name SW-L1.konkurs.edu

!

username admin secret 5 $1$mERr$hx5rVt7rPNoS4wgbXKX7me
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!

!
spanning-tree mode pvst
spanning-tree extend system-id
!

!
interface GigabitEtherneto/2
switchport access vlan 11

!
interface Vlanl

ip address 172.17.1.253 255.255.255.0
!
ip default-gateway 172.17.1.254
!

line con ©

!

line vty 0 4

login local

transport input ssh

line vty 5 15

login

!
end

WRO
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¥ WRO

Physical Config  GUI  Aftributes

Wireless-N Broadband Router WRT300N
Access Applications -
& Gaming Status
Internet Static IP v

Connection type
Internet IP Address: 172 .16 .0 .2
Subnet Mask: 255 . 255 . 255 . 252
Default Gateway: 172 _ 16 .0 o1
DNS 1: 0 .0 .0 .0
DNS 2 (Optional): 0 .0 .0 .0
DNS 3 (Optional): 0 .0 .0 .0

Optional Seftings oSt Name:

(required by some  pygn3in Name:
internet service
providers)  MTU: Size: 1500
Network Setup
Router |p P Address: 192 . 168 . 199 1
Subnet Mask: 255.255.255.0 v
DHCP Server DHCP - DHGP
Seftings Server: O Enabled () Disabled Reservation

Start IP Address: 192.168.199. 100
Maximum number
of Users: o |
IP Address Range: 192.168.199. 100 - 139
Client Lease Time: 0 minutes (0 means one day
Static DNS 1: 0 .0 .0 .0

Problemy -rozwigzanie
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Assessment ltems
v Network

W

MLS-Right
~ @ DHCP Server
v Excluded Addresses
O 1721605 17216.05
Management
v B TFTP Server
v ServerFiles
O Left0 cfg: thp/Left0.cfg
< MLS-Right_cfg: tftp:/MLS-Right_cfg
O SW-L1.cfg: tftp/SW-L1.cfg
© SW-RO0.cfg: tftp:/SW-R0.cfg
SW-L1
v Ports
v GigabitEthernet0/2
O Access VLAN: 1
SW-R0
v Ports
v FastEthernet0/1
v Port Security
v @ Sticky MACs

© 0001.6473.3BC3: 0001.6473.3BC3

© Port Status: 1
© Port Up: 1
Server1
© Default Gateway: 172.17.1.254
WRO
v Ports
v Internet
© DHCP client enable: 1

Points Component(s)

—_ = =

-

Switching

Other
Physical
Physical

Ip

Feedback When Incorrect
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